
Fraudulent website related to Bank of
Communications (Hong Kong) Limited

The following is issued on behalf of the Hong Kong Monetary Authority:

     The Hong Kong Monetary Authority (HKMA) wishes to alert members of the
public to a press release issued by Bank of Communications (Hong Kong)
Limited relating to a fraudulent website, which has been reported to the
HKMA. A hyperlink to the press release is available on the HKMA website.
      
     The HKMA wishes to remind the public that banks will not send SMS or
emails with embedded hyperlinks which direct them to the banks' websites to
carry out transactions. They will not ask customers for sensitive personal
information, such as login passwords or one-time password, by phone, email or
SMS (including via embedded hyperlinks).
      
     Anyone who has provided his or her personal information, or who has
conducted any financial transactions, through or in response to the website
concerned, should contact the bank using the contact information provided in
the press release, and report the matter to the Police by contacting the
Crime Wing Information Centre of the Hong Kong Police Force at 2860 5012.

Fraudulent website and internet
banking login screen related to Chong
Hing Bank Limited

The following is issued on behalf of the Hong Kong Monetary Authority:

     The Hong Kong Monetary Authority (HKMA) wishes to alert members of the
public to a press release issued by Chong Hing Bank Limited relating to a
fraudulent website and an internet banking login screen, which have been
reported to the HKMA. A hyperlink to the press release is available on
the HKMA website.
      
     The HKMA wishes to remind the public that banks will not send SMS or
emails with embedded hyperlinks which direct them to the banks' websites to
carry out transactions. They will not ask customers for sensitive personal
information, such as login passwords or One-Time Password, by phone, email or
SMS (including via embedded hyperlinks).
      
     Anyone who has provided his or her personal information, or who has
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conducted any financial transactions, through or in response to the website
or login screen concerned, should contact the bank using the contact
information provided in the press release, and report the matter to the
Police by contacting the Crime Wing Information Centre of the Hong Kong
Police Force at 2860 5012.

Fraudulent website and internet
banking login screen related to
Shanghai Commercial Bank Limited

The following is issued on behalf of the Hong Kong Monetary Authority:

     The Hong Kong Monetary Authority (HKMA) wishes to alert members of the
public to a press release issued by Shanghai Commercial Bank Limited relating
to a fraudulent website and an internet banking login screen, which have been
reported to the HKMA. A hyperlink to the press release is available on
the HKMA website.
      
     The HKMA wishes to remind the public that banks will not send SMS or
emails with embedded hyperlinks which direct them to the banks' websites to
carry out transactions. They will not ask customers for sensitive personal
information, such as login passwords or one-time password, by phone, email or
SMS (including via embedded hyperlinks).
      
     Anyone who has provided his or her personal information, or who has
conducted any financial transactions, through or in response to the website
or login screen concerned, should contact the bank using the contact
information provided in the press release, and report the matter to the
Police by contacting the Crime Wing Information Centre of the Hong Kong
Police Force at 2860 5012.

Fraudulent website and internet
banking login screen related to The
Bank of East Asia, Limited

The following is issued on behalf of the Hong Kong Monetary Authority:
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     The Hong Kong Monetary Authority (HKMA) wishes to alert members of the
public to a press release issued by The Bank of East Asia, Limited relating
to a fraudulent website and an internet banking login screen, which have been
reported to the HKMA. A hyperlink to the press release is available on
the HKMA website.
      
     The HKMA wishes to remind the public that banks will not send SMS or
emails with embedded hyperlinks which direct them to the banks' websites to
carry out transactions. They will not ask customers for sensitive personal
information, such as login passwords or one-time password, by phone, email or
SMS (including via embedded hyperlinks).
      
     Anyone who has provided his or her personal information, or who has
conducted any financial transactions, through or in response to the website
or login screen concerned, should contact the bank using the contact
information provided in the press release, and report the matter to the
Police by contacting the Crime Wing Information Centre of the Hong Kong
Police Force at 2860 5012.

Beware of advertisements relating to
opening accounts or applying for
payment cards with certain payment or
banking entities outside Hong Kong

The following is issued on behalf of the Hong Kong Monetary Authority:

     The Hong Kong Monetary Authority (HKMA) wishes to remind members of the
public to be cautious about advertisements containing an invitation to the
Hong Kong public to open accounts or apply for payment cards with, and
transferring funds to, certain payment platforms or banks outside Hong Kong,
which are not stored value facility (SVF) licensees or authorized
institutions in Hong Kong, for gambling activities. Such payment platform
operators and banks are not regulated by the HKMA. Any funds placed with them
are not protected by the laws of Hong Kong.
      
     In case of any doubt, members of the public may refer to the register of
SVF licensees
(www.hkma.gov.hk/eng/regulatory-resources/registers/register-of-svf-licensees
/) and the register of authorized institutions
(vpr.hkma.gov.hk/eng/regulatory-resources/registers/register-of-ais-and-
lros/) on the HKMA’s website, or call the HKMA’s Public Enquiry Service
hotline (2878 8222).
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